BEST AVAILABLE COPY 



Video Source Device 102 



Authentication Unit 
108 



Cipher 
Unit 112 

Video Hardware 

Interface 

110 



106 




Figure 1 



BEST AVAILABLE COPY 









Video Source Device 
(Ak sv ) 




Video Receiving 
Device (Bk sv ) 


Generate A n 


A A V 




X>lr 

OK sv 

< 




Generate K m (Ak sv , 
Bk sv ) 

Generate K s , Mo, Ro 
(Km, A n ) 




» in. 
Generate K m (Ak sv , 

Bk sv ) 

Generate K s , Mo , Ro 

(K m . A n ) 


Determine if Ro = Ro 


< 







Figure 2 



BEST AVAILABLE COPY 



Power Off 


Pov* 


'er On 


EO 

Continuous 
Clocking 


Autl 
Req 


r 

tientication 
uest 

k 








El 

First Output 
Taking & Store 


Do 


f 

ne 






E2 

Ready 


Autl 
Req 


r ' 
lentication Un^ 
uest 

k 


oith'd Aut 


ti'd 




E3 

Second Output 
Taking & Store 




f 


D 


one 






E4 

Active 


Aut: 

Rf 


tientication 
iquest 




Unauthe 
or No 


mticated 
Device 



Figure 3 



*E5'1 AVAILABLE UOPY 





^LfSid Tapo- 

LFSR1 tapO- 
itF5K TapO- 
!UPSR:3 TapO- 

? UFSfi£ Tap1- 
Tap1- 
IFSR2 Tap! - 



l,eS|0^ap2- 

LFSR2tap2- 
LFSR3 Tap2- 




Shuffle 
Din Dout 
Select- 
~ 





1*bit Register A 



2:1 Data 
Selector 




1-bit Register B 



b£ST AVAILABLE COPY 



